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MQTT ZHEENE

Paho MQTT # Eclipse SEIH MQTT Whil & /7 b, AAFEELE Eclipse paho-mqtt YRS AL %
fili EBEH—2& MQTT &P mfe T

1.1 XHHEFREM

pahomgtt

|-———docs

| L—~figures /1 SCREAE R A

| | api.md // API A F it

| | introduction.md /1 BT

| | principle.md /7 B A

| | README.md // ‘L$|9 14 Bt

| | samples.md /1 B H

| | user-guide.md /7 fEH L'HH

| L—version.md VAN S
f-—MQTTClient -RT /] M
f-——MQTTPacket /1 V8 SCAF
f-——samples [/ 7 AR

| mqtt_sample.c /] AR R R B AR R
f-——tests // matt Ihag il AR
|  LICENSE /] AR AT HE

|  README.md /7 AR
L———SConscr‘ipt // RT-Thread &R\ ) H) 2 A

1.2 RT-Thread #HBINEEYES

RT-Thread MQTT % /it D REAF s U1 K

o WA B EE
RT-Thread MQTT #AF RS 1 Wrek EIENLA, £ Wi B 25 AR e T BOELBOTI , S 4Ed S0
A, FFHERE, JFEZNEFT P Topic. FEEIERMAIEENE, W 7RI 5 HE.


http://www.eclipse.org/paho/downloads.php
https://github.com/eclipse/paho.mqtt.embedded-c

paho-mqtt F /- 1.3 5 MQTT fajid

o pipe B8, FEFHZE API

PEARGRAREAERE, $RmMABISATROR, &M T @ R MBS .
o FAEEHEHLEI

FEGESLIERE . B BB W e A, AT RABRAT 1 58 SR [a] 8 R 4
o TLS N &4

MQTT FTLLRA TLS Iy s, ORUESE 10 22 A e Bk

1.3 MQTT f&id

MQTT (Message Queuing Telemetry Transport, ¥ /5 BAFIRE M AL 30, & — 2k T & A /1T 17
(publish/subscribe) #UH) “HEH7 BIRPML, ZHCHE T TCP/IP Ml k-, H IBM £ 1999 4K A
MQTT SR AT, FTEALARA AR A BRI T 58, VBB AR B & 4R (L Se i rTSE R Bk %S . 1B
—FMITTAS AT T o5 BRI AN, AN N BB A T A B 12 IR

MQTT 72—/ T 5/ -l 55 4 B0 R AR AT Bl AR Pl . MQTT PridGR s, . JFH %
T, XAy e E VAR . RO, BRI, . HlaSHEE (M2MD
HAE AP (ToT). HAE, i LAEMEE LR WRIRSHETRs. Biexm. &—®/h il
B O

1.4 MQTT IhgEN 4B

MQTT thilig4T{E TCP/IP BHANM LMz b, EX L v B AR 55 48 8, AL 2 [A)
HI—NEFRS L. BT E. S8 HEdRET MQTT M RIS, MQTT &its52
MRIIRS iR (QoS) FMEE4 (Topic) FHFIE, HAF S EHE:

—_

SR RAT AT B B, BRI T X 2R K, LASEELS R AR R AR .
- ORI A I R AR LA
- AR B A = MRS R (QoS):

L &K, X—JAlakEBRBRREER, HERKMAKETIRE TCP/IP M4, Bl: <=1

2. B, B4R EEE, HEEWRAER. W >=1

3. RA—, MRHERA—AL. Bl = 1. E—SEREB™ K R g, T RMEAH
L

- BRSO B R ME (BCKERR A 2 7)), AU 2 i
BEIHLED, SR R TIN E EE XU .

W N

Tt

1.4.1 MQTT & if
—MMEH MQTT N IR P sl w45, B e e @ LIRSS 2R I 4 &R . ) mn] L

o SRS A ER

o RATHAbZ P v ] RE ST RS R
o FRWCHLER IR AT B S

o BITTITFMH S

orm—
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paho-mqtt /7 FH 1.4 35 MQTT g2

1.4.2 MQTT BR%2:

MQTT Jik55as PRy i BAREL” (Broker), WJLLZE —AMRHREFFE— S8 ER0THE KA H
AT B 22 18], Er L

o BRRBZ M TR
Pl R AT BRI 2

o BEEDRE R AT B AR TR
I VT ) (4 P e A I PR P 12

1.4.3 MQTT thilFay5E

MQTT Ppisl s L7 —2e777% (MBEFRRNENIE), HRF A€ IR AT A . XA TR AT DAR
RIAFAE B BB A B, X R T ARG A 0 SE T JBHR UL, PR TR A4S 45 s fhaldm
o Connect: 575 k5548 @ik,
o Disconnect: 5§ MQTT 2/ i 5 I A TAE, If 5 RS54 T TCP/IP 2
o Subscribe: ZEFFFERII A .
o UnSubscribe: ZEfFR55 a5 BUH % 7 i ) — N8 Z > Topics 11T
o Publish: MQTT %7 iy &Ik IR, RIE T8 IR BN HFE 7 & 72

1.4.4 MQTT T, @, KiE

e 11 (Subscription)
B 7 3 i 4 (Topic Filter) Ml KRS FiE (QoS). 45— 4xif (Session) KBk, —
NEEA DS 2T o B2l R AT B ERA — AN A ) 32 R B 25

o 2% (Session)
TN P 0 5 R 55 2 AL R R — N2 0h, B IR A RS AR A AIRES L B 2R EE T — AW
282 A], AT BETE R P i Al R 55 4% 2 [R] 125 1 22 A T S8 1 I £ 0% 452

o T4 (Topic Name)
R — AR E BRI, 2% 5 RS T I AHUCAD . IR S5 28 2441 B R & 45 0T 1) B UL AC
BRI REAN 2P Bl o

o FEIFIESS (Topic Filter)
—ANX E A BRI IE RS, ARV A A, RORIT R PTILE R 24~ F R

o 13 (Payload)
TH BT T B BRI N 2

o MY E Application Message
MQTT PGt 2 4& 5 8 £ s . N S8 MQTT f£%i, BN 1E KRB RS FiE (QoS)
FFEB (Topic).

o PR MQTT Control Packet
I8 I 2 R R O S B R . MQTT R & X7+ DU R A R S8 B py 45 il 4 o, Hop— A
(PUBLISH k30 HI T &8 I & .

orm—
RT-Thread paho-mqtt i FAF} 3



MQTT Rz

2.1 GRS R

N UE R RT-Thread #2450 MQTT 7~ #4868, W13k 55 #% 18 B Eclipse 099048 il 25 #8, kit
iot.eclipse.org , %l 1883, MQTT IhRE/RBARAL AT :

#include <stdlib.h>
#include <string.h>
#include <stdint.h>

#include <rtthread.h>

#define DBG_ENABLE

#define DBG_SECTION_NAME "[MQTT] "
#define DBG_LEVEL DBG_LOG
#define DBG_COLOR

#include <rtdbg.h>

#include "paho _mqgtt.h"

#define MQTT_URI "tcp://iot.eclipse.org:1883" // [ B MK A 55 2% Hh bt
#define MQTT_USERNAME "admin"

#define MQTT_PASSWORD "admin"

#define MQTT_SUBTOPIC "/mqtt/test" /] BT FE

#define MQTT_PUBTOPIC "/mqtt/test” [/ & B

#define MQTT_WILLMSG "Goodbye!" /] WEBEHE

/* E X MQTT % o 34 Bi 45 #y i */
static MQTTClient client;

/* MQTT AT b = 1 B & [0l i b8 2 */
static void mqtt_sub_callback(MQTTClient *c, MessageData *msg_data)
{

*((char *)msg data->message->payload + msg_data->message->payloadlen) = "\@';
LOG_D("mgtt sub callback: %.*s %.*s",

msg _data->topicName->lenstring.len,



paho-mqtt H Tt 2.1 5 REIRIE U

msg_data->topicName->lenstring.data,
msg_data->message->payloadlen,

(char *)msg_data->message->payload);

return;

/* MQTT T [ = 1 BR A [ i &6 #r */
static void mqtt_sub_default_callback(MQTTClient *c, MessageData *msg_data)
{
*((char *)msg_data->message->payload + msg_data->message->payloadlen) = '\@';
LOG_D("mqtt sub default callback: %.*s %.*s",
msg_data->topicName->lenstring.len,
msg _data->topicName->lenstring.data,
msg_data->message->payloadlen,
(char *)msg _data->message->payload);

return;

/* MQTT i £ 4 {F o] i o8 £ */
static void mqtt_connect_callback(MQTTClient *c)

{
LOG_D("inter mgtt_connect_callback!");

/* MQTT b 2k = 1 [n] i i £ >/
static void mqtt_online_callback(MQTTClient *c)

{
LOG_D("inter mgtt_online_callback!");

/* MQTT N 2k g5 4 [nl i bj £ */
static void mqtt_offline_callback(MQTTClient *c)

{
LOG_D("inter mgtt_offline_callback!");

/**
XA R A IR E MQTT & T i
*
* @param void
*
* @return none
*/
static void mg_start(void)

{
/* ff ] MQTTPacket connectData_initializer #J%i 1k condata Z % */
MQTTPacket _connectData condata = MQTTPacket_connectData_initializer;
static char cid[20] = { @ };

—
RT-Thread paho-mqtt F AT 5



paho-mqtt H Tt

static int is_started = 0;
if (is_started)

{
return;
}
/* BLE MQTT 451k W &S */
{

client.uri = MQTT_URI;

/* PEABEHLI K i ID ¥/

2.1 15 RIS I

rt_snprintf(cid, sizeof(cid), "rtthread%d", rt_tick_get());

/* BEEESH */

memcpy (&client.condata, &condata, sizeof(condata));
client.condata.clientID.cstring = cid;
client.condata.keepAliveInterval = 60;
client.condata.cleansession = 1;
client.condata.username.cstring = MQTT_USERNAME;
client.condata.password.cstring = MQTT_PASSWORD;

/* BLHE MQTT &5 S 3 */
client.condata.willFlag 1;

client.condata.will.qos = 1;

client.condata.will.retained = 0;
client.condata.will.topicName.cstring = MQTT_PUBTOPIC;
client.condata.will.message.cstring = MQTT_WILLMSG;

/¥ B IX *x/
client.buf_size = client.readbuf_size = 1024;
client.buf = malloc(client.buf_size);
client.readbuf = malloc(client.readbuf_size);
if (!(client.buf && client.readbuf))
{

LOG_E("no memory for MQTT client buffer!");

goto _exit;

/* VE AR R A/

client.connect_callback = mgqtt_connect _callback;
client.online_callback = mqtt_online_callback;
client.offline_callback = mqtt_offline_callback;

VAl & AN = L T N

client.messageHandlers[@].topicFilter = MQTT_SUBTOPIC;
client.messageHandlers[@].callback = mqtt_sub_callback;
client.messageHandlers[@].qos = QO0S1;

VAR &% N R AN e S o

—
RT-Thread paho-mqtt A FPFf
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2.1 15 RIS I

client.defaultMessageHandler = mqtt_sub_default_callback;

/* BAT MQTT % P */
paho_mgtt_start(&client);

is_started = 1;

_exit:

return;

B
>
B

AHCHE IR B R E R MQTT .

* @param send_str publish message
*
* @return none
*/
static void mqg_publish(const char *send_str)
{
MQTTMessage message;
const char *msg_str = send_str;
const char *topic = MQTT_PUBTOPIC;
message.qos = QOS1; /1
message.retained = 0;
message.payload = (void *)msg_str;

message.payloadlen = strlen(message.payload);

MQTTPublish(&client, topic, &message);

return;

#ifdef RT_USING_FINSH

#include <finsh.h>

FINSH_FUNCTION_EXPORT(mqg_start, startup mqtt client);
FINSH_FUNCTION_EXPORT(mq_publish, publish mqgtt msg);
#ifdef FINSH_USING_MSH

MSH_CMD_EXPORT(mq_start, startup mqtt client);

int mg_pub(int argc, char **argv)

ISR 1

{
if (argc != 2)
{
rt_kprintf("More than two input parameters err!!\n");
return 0;
}

mq_publish(argv[1]);

—
RT-Thread paho-mqtt A FPFf
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return 0;

}
MSH_CMD_EXPORT (mq_pub, publish mqtt msg);

#endif /* FINSH_USING_MSH */
#endif /* RT_USING_FINSH */

2.2 BITHA

£ msh HI8AT LR D REARBIARED, AT LASEIL A AR 55 #1715 S REUR A0 R 5 2 Ak v B A D RE, DIREZR
BIISIZ AT RCR IR -

o A3 MQTT %7 by, EEACER MRS 48 FF 1T Bl 32

msh />mg_start /* JH 3 MQTT % F i £ Eclipse JR% 4% */

inter mqtt_connect_callback! /* MR EHMK T, HAHEZR HREITHRSHELE */
ipv4 address port: 1883

[MQTT] HOST = ‘'iot.eclipse.org'

msh />[MQTT] Subscribe #@ /mqtt/test OK! /* i] [i £l /mqtt/test JL I */

inter mgtt_online_callback! /* MQTT L2k pk Ty, A H b 2% Bl iF & 2 */

msh />

o VENRATE MR E ERURATH .-

msh />mg_pub hello-rtthread /* [1f§ & =@ K% hello-rtthread jH /& *
msh />mqtt sub callback: /mgtt/test hello-rtthread /* & 2|3 5, #4709 o5 2 */
msh />

—
RT-Thread paho-mqtt F AT 8
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MQTT T{ERIE

3.1 MQTT i T/E[RIE

£ MQTT thilh A =FfE5: KA (Publish). {8 (Broker) (JR%52%) AT (Subscribe).
Forp oV B R A AT B R s, JH AR RS 8%, B KA AT AR R TR, R =
AR E TR

THER

ETHHEE -
I I -

3.1: MQTT LAEFEPERER

£ MQTT Prist (i seprfit T RE rh, — O LR ke :

o R E R AER AR 55 25 A 5 € 1) Topic KA E.

o T B E R ACE AR 55 48T 14 T 221 Topic.

o AT B RO WORA B AT FIAT B E T Topic AARHE R, BT Bt 2 W B QIR 55 4% A HEI%
TR, ATy AT DA AT e R B AT e



/""'44

==l
MQTT fsERH1%RH

4.1 EEIE

HAFRE R MQTT ®A4E, IFEREEMARITIE Y. £ BSP H3 F#H menuconfig a7
Env B¢ & 5L, 7E RT-Thread online packages » IoT - internet of things Hi%$F Paho MQTT ¥
, BRI T E AR

B cmd - menuconfig — O >

B <1> cmd - menuconf

4.1: ¥ Paho MQTT #1F 1

THaThaeRyl, EF MQTT Zhfe:



paho-mqtt H ) FHit 4.2 7 AR

cmd - menuconfig — O et

B <1> cmd - menuconf

Paho MQTT: Ecllpse Paho MQTT C/C++ cllent for Embedded platforms
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus
----). Highlighted letters are hotkeys. Pressing <¥> includes, <N> excludes,
<M> modularizes features. Press <Esc»<Esc> to exit, <?> for Help, </> for
Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

--- Paho MQTT: Eclipse Paho MQTT C/C++ client for Embedded platforms
: high performance and depends on DFS) --->

[H/E MQTT =451
Enable MQTT test

Enable support tls protocol
Max pahomgtt subscribe topic handlers
Enable debug log output

< Exit > < Help > < Save » < Load »

kconfig-meconf.exe™[32]: 14960 «180206[64] 1/1 [+] NUM PRl 91x21 (12,11} 25V 16220 100%

B 4.2: FFE MQTT NPz

FCE WA
--- Paho MQTT: Eclipse Paho MQTT C/C++ client for Embedded platforms

MQTT mode (Pipe mode: high performance and depends on DFS) ---># 2% I i
[*] Enable MQTT example #JF B MQTT Ih RE 7w 9l

[ ] Enable MQTT test #JF B MQTT I 3k 71 A

[ 1] Enable support tls protocol #IFJ3 TLS 22 4 4% iy 1k I

(1) Max pahomqtt subscribe topic handlers ##¥ & Topic i KT i &

[*] Enable debug log output #J1 J3 14 i Log i Hh

version (latest) ---> HIG SR WA WA A, BN N BOHT R

R AE IR ETUS, [ pkas --update £y F M RN B TR AT
4.2 (EARARE
XA MQTT B4 [0 B 2 KO 73

4.2.1 HEREBER

I E R B A ARG A bk, H A RS EAEE . LA MQTT sample NHIA U1 HIBRE

#define MQTT_URI "tcp://iot.eclipse.org:1883" // ¥ B R S 2 bk
#define MQTT_USERNAME "admin" J/ARER R 55 28 P 4
#define MQTT_PASSWORD "admin" [/ A iR 55 4% D
#define MQTT_SUBTOPIC "/mqtt/test" //3T ) Topic
#define MQTT_PUBTOPIC "/mqtt/test” //HEZE ) Topic

RT-Thread paho-mqtt F AT 11
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#define MQTT_WILLMSG "Goodbye!" // ¥ B W T 8 A R

4.2.2 FEE MQTT EFipgstais

PN RT AR MQTT B m s, K b— P B0E M 5N L e B 0L X &
S AT A E, AR b AT R R A

o WEMRF G, DRSS ESIK S H LSS, ARSI

/* B ERZSH ~/

memcpy (&client.condata, &condata, sizeof(condata));
client.condata.clientID.cstring = cid;
client.condata.keepAliveInterval = 60;
client.condata.cleansession = 1;

client.condata.username.cstring = MQTT_USERNAME; [/ REKS
client.condata.password.cstring = MQTT_PASSWORD; [/ E
o WEMHESER. HEIX Topic. PLAWIHF@EEEEWE, ~IWT:
/¥ TRE W B E */
client.condata.willFlag = 1;
client.condata.will.qos = 1;
client.condata.will.retained = 0;
client.condata.will.topicName.cstring = MQTT_PUBTOPIC; // v B HE %
client.condata.will.message.cstring = MQTT_WILLMSG; // B E W JT S0 S

o WEHBEMARMEE, XETENHERE PR R, WERSRIIFEM, ERRIIFEE TRFEMNE,
ZN AT IS

/* EFEAREELE RERAFEACHS, E£FAET IR HREE TSR */

client.connect_callback = mqtt_connect callback; / /& B E $E 8] R A
client.online_callback = mqtt_online_callback; VA& - ACIR
client.offline callback = mqtt_offline callback; [/ E T 2R (R R

o WER TR, MQTT %yl LLFNAT 5 £ 4 Topic, PFrUlfiZded—MIF%R, EX—HH
TN Topic MT I E S8, FEAHE Topic 4R %I B0 =1 R L LLRH B 552, RSN
Bl h

/* BB TR *+/

client.messageHandlers[@].topicFilter = MQTT_SUBTOPIC; // ¥ & & — A~ 1il [ Topic

client.messageHandlers[@].callback = mqtt_sub_callback;// ¥ & iZ iJ [ 1 ] 1 B8 %L

client.messageHandlers[@].qos = Q0S1; /7 BT BT R AR

/* set default subscribe event callback */

client.defaultMessageHandler = mqtt_sub_default_callback; // ¥ & — /> 2k 10 0] i 26 %,
W AT R Topic WA ¥ B [ &, WAL % B B R A

—
RT-Thread paho-mqtt F AT 12
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4.2.3 B MQTT ZFif

MLE5E MQTT &) i skhilja, 2 mahE ) b, ABRpun T

/* BAT MQTT & Wi */
paho_mqtt_start(&client);

JAB MQTT &) e, &) e B e A RS 4, BaniT Lk B Topic, MRIEFIMFHAT
(5] 1] bR KA AT S ) AL 2

4.2.4 [E3EE Topic HEEEE

RN SS SR A, AT BB B AR 55 45 17046 € (1 Topic A E . HEAH BN FEREHEN
%+ Topic. VHEFHFRCE, wOMIT:

MQTTMessage message;

const char *msg _str = send_str;

const char *topic = MQTT_PUBTOPIC; // W E TR E Topic
message.qos = Q0S1; [/ B E SR
message.retained = 0;

message.payload = (void *)msg_str; [/ BEHEEANE
message.payloadlen = strlen(message.payload);

MQTTPublish(&client, topic, &message); //FF U6 1A §8 € Topic HEZEW B

4.3 BITHR

BRI AT LA R 95 &5« 1T Topic. [W4RE Topic #EXH B AITIEE, W1FFIR:

msh />mg_start /* BB MQTT & J' o & X H iR 45 4% */
inter mqgtt_connect_callback! /¥ EERY), BT L& R */
ipv4 address port: 1883

[MQTT] HOST = ‘'iot.eclipse.org'

msh />[MQTT] Subscribe

inter mqtt_online callback! /* LR T, 1B AT 1R 26 [ R A */
msh />mq_pub hello-rtthread /* 4R E Topic #EIXV =

HE
msh />mqtt sub callback: /mqtt/test hello-rtthread /* U 2|74 B, Hh 47 [0 1 o5 20 */

I note “VEEFIN” FEVEE EWIAE MQTT _USERNAME H1 MQTT _PASSWORD , 15 MQTT USERNAME F1
MQTT_PASSWORD 3HE §ii%, MQTT %% /i LikIEFIERLE] MQTT HR55+%.

14 BEEN

MQTT &M

Paho & M

IBM MQTT 444
Eclipse paho.mqtt J5Hg

RT-Thread paho-mqtt F AT 13


http://mqtt.org/
http://www.eclipse.org/paho/downloads.php
https://www.ibm.com/developerworks/cn/iot/iot-mqtt-why-good-for-iot/index.html
https://github.com/eclipse/paho.mqtt.embedded-c

Pax/ay

]

]
£

MQTT API 4B

5.1 1TIA%3R

Paho MQTT R IT B 5 £ T AT 2 A~ Topic MIITE, 1T BFRAFMELE MQTTCLient 454 A SE
Flvp, £ MQTT JEshailic®, W Fs:

.1/

A s A

MQTTClient client;

o /Y

/* set

client.
client.
client.

# W 1 15

subscribe table and event callback */
messageHandlers[@].topicFilter = MQTT_SUBTOPIC;
messageHandlers[@].callback = mqtt_sub_callback;
messageHandlers[@].qos = QOS1;

VEAI ARS8 =% Samples Z 1, 1 [ 5I R K RKEE AT LLH menuconfig 1 Max pahomgtt
subscribe topic handlers IETRFITHLE

5.2 callback

paho-mqtt 1l callback )77 X1 H 7 #2648 MQTT B TARIRZE BL A R ARG AL 2, 7 244
MQTTClient 4544 S Ay E S o

callback % %K ik

connect_ callback MQTT &z R i [B] 1
online callback MQTT %% ) v 2D b 2 14 191
offline_ callback MQTT % b L2 1) [l

defaultMessageHandler BRI BT 1 S22 [ 1
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callback 4 #x BT
messageHandlers|x|.callback VT 58] 1) 22 rpoRE I R 1T 58] ¥ S5 42 i el i

F )l DME ) defaultMessageHandler [BIEERIAALFR B B FIT BUYE S, 7] LL# A messageHandlers
TTH%13%, N messageHandlers 4 HXt iR —> Topic $&MHE— AN BT TV B2 F1A -

5.3 MQTT_URI

paho-mqtt AL T uri FENTIHRE, BTCURRATE A HubE. ipv4 AT ipv6e Hihk, WTREAT tcp:// AT ssl://
KA URL, A R REZBESRIES AT R uri BIAT.

o uri 7~

domain &M

tcp://iot.eclipse.org:1883
ipva M
tcp://192.168.10.1:1883
ssl://192.168.10.1:1884
ipve F A

tcp://[fe80::20c:29ff:fe9a:a07e]:1883
ssl://[fe80::20c:29ff:fe9a:a07e]:1884

5.4 paho mqtt start $E[]

int paho_mqtt_start(MQTTClient *client)

S iR
client MQTT % 7 b SEA7 % 5
return 0 : BIh; HAth: KM

R EUR B MQTT %) 3, AR AC B I B AH B ) 3=l

5.5 MQTT Publish [

o IhRE: MTEER Topic FMAAT MQTT HE..

—
RT-Thread paho-mqtt F AT 15



paho-mqtt I/ Tl 5.5 5 MQTT Publish #%11

int MQTTPublish(MQTTClient *c, const char *topicName, MQTTMessage *message)

S ik

c MQTT % " dii S5
topicName MQTT ¥4 2 kA0
message MQTT HENE
return 0 : By HAth: Kk

—
RT-Thread paho-mqtt F AT 16
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